Compu-Doctor David Keller’s
Prescriptions For Your Computer’s Good Health

I. Protect your system from viruses, spyware, anchalware — Keller's rules of Safe Computing
* Run a good antivirus program and make suresiétigo update automatically.

* Never open an e-mail attachment unless you cawerri'Yes” to_allof the following four questions:

> Do you know who the e-mail message is from?

> Do you know what the attachment is?

> Do you know what the attachment does?

> Did the sender create the attachment? (If thmkis forwarded, the answer to this questioN )
* Never disable or turn off your antivirus protectj even if a program installation tells you tosidd

» Make sure that Windows ‘Automatic Updates’ isneedl on. Install Windows high priority and importaipdates as soon as
you are notified they are available.

* Never allow unsolicited software to be downloadadtalled or run on your computer.
» Beware of programs that offer something of vdrenothing — such programs often contain spyware.

* Never click on links in unsolicited e-mail messag Such links may direct you to malicious webssitnay run malicious
programs on your computer, or may infect your sysieth spyware and malware.

II. Keller's First Law of Windows
Never delete, rename or move any file you dignit:on the hard drive yourself with a program'sviSaor "Save As..."

command, copy from a digital camera, or receive-amil. (If you violate this law, Windows will netork properly, or may
stop working altogether!)

I1l. Beware of Hoaxes

* Never do anything to your system based on whatrgad in an unsolicited e-mail message, no materit's from or how
authentic it looks. The vast majority of these sages are hoaxes, designed to get you to mesuuggmputer!

* Never give out personal information such as wm®es, passwords, social security number or cradit cumbers in
response to an unsolicited e-mail message, no mhattte authentic the message looks.

IV. Don't try to “help” Windows

* Never install programs that claim to help Windqgvesform better or faster, or claim to speed up yoternet connection.
(Many of these programs are known as “utilities”.)

* Do not change settings in the Windows ControldPanless you know exactly what you're doing and/wbu’re doing it.

V. Don't upgrade a program just because an upgrades available

Before you upgrade an existing program that’'s wagKine, ask yourself, “What feature or featurethie new version do |
want or need that the current version does notige® If your answer is “I don’t know”, then donipgrade! (Note:
“Upgrading” and “updating” are not the same: Upgngdmeans going to a new version of a program; tipglaneans
installing patches, fixes or enhancements to astiagi program.)

Questions about your computer’s health? Call Copctor at (239) 277-7100, ext. 1



